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PSIRT Mission

� Single point of contact for receiving and resolving internal and external 
reports of vulnerabilities in all Cisco products since 1995

� Creates and publishes Cisco Security Advisories and Responses

� Fair public disclosure: everyone notified at the same time 

� Escalation support for customer security incidents upon request 

� Coordination as required with external agencies (CERT/CC, CPNI, etc.)

www.cisco.com/go/psirt for additional information

• Global team assisting customers with the ongoing security of their networks 
through identification, resolution and prevention of vulnerabilities in Cisco 
products 

• Provides specialized, experienced support to handle customer security 
incidents

• Represents Cisco in the incident response and product security communities
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Incident Handling Process

AWARENESS
PSIRT notified of 
security incident

1.1.

ACTIVE MGMT
PSIRT prioritizes 

and identifies 
resources

2.2. FIX 
DETERMINED

PSIRT coordinates      
fix and impact 
assessment

3.3.

COMM’N 
PLAN

PSIRT sets 
timeframe, 
notification 

format

4.4.

INTEGRATION 
& MITIGATION
PSIRT involves 

experts and execs

5.5.

6.6. NOTIFICATION
Released to all 

customers 
simultaneously

www.cisco.com/go/psirt 

Process takes hours 
or months--

depending on 
scope

Note: some 
incidents may be 
driven by external 

agencies

• Product Bulletins
• Applied Mitigation 

Bulletins
• Security Responses
• Security Advisories
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Everyone knows about these . . . 
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. . . but what about these ?
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Month of bugs anyone?
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And multiple vendors “feel the love” ☺

Cisco

Linksys

Belkin

Barracuda

Another vendorAnd 
another 
one
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Looking back – the interest was always there

"Gaius",  Phrack Magazine, Volume 0xa Issue 0x38, May 01, 2000

“FX” from Phenoelit, circa 2002
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So why is this happening ?

Let’s look at the threat landscape
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Attacks focus on:
Applications
• Databases
• Application suites
• 3rd-Party applications
• Web applications

Attacks focused on:
Operating Systems
• Microsoft OS
• Linux
• Solaris

Attacks will focus on:
Next Generation Technologies
• Collaboration suites
• Virtualization technology
• Networks
• SaaS & ITaaS

The Evolving Threat LandscapeThe Evolving Threat Landscape

Attackers are:
Well Trained
• Trained hackers
• Professional gain
• Delivering malware 
via Web sites

Attackers were:
Minimally Experienced
• Mischievous
• After notoriety
• Using virus payloads 
via e-mail

Attackers will be:
Seasoned
• Attacks against primo suppliers
• Attack multiple computers and 
networks simultaneously
• Polymorphic

Today
Seconds

Yesterday
Minutes

Tomorrow
Instant

Perimeter Pervasive

Hobbyists Professionals
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1997 – In the beginning . . .

http://insecure.org/sploits/cisco.passwords.html

http://www.cisco.com/en/US/tech/tk59/technologies_tech_note09186a00809d38a7.shtml

Look at the date - it’s 1997. And someone 
thinks “Hmm… I wonder if those Cisco 
passwords can be reversed ? 
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Next Step: DoS attacks

From wikipedia:
“The attack involves sending a spoofed TCP SYN packet (connection initiation) with the target host's IP 
address and an open port as both source and destination.
The reason a LAND attack works is because it causes the machine to reply to itself continuously.

Not specifically targeted at Cisco devices –
but nonetheless, some devices were affected 
by this attack
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Well, that didn’t take long . . . 

Summary 
Some Cisco 7xx routers can be crashed by connecting with TELNET and typing very long password strings. There 
exists a small possibility that this bug could be exploited to launch other attacks against the router, other than 
simply crashing it. 

Exploitation and Public Announcements

Cisco has had no known reports of malicious exploitation of this vulnerability.

This vulnerability has been discussed on the "bugtraq@netspace.org" mailing list, and is therefore certain to be 
widely known in the cracker community. The first public announcement of this vulnerability of which Cisco is 
aware was on December 11, 1997.

The vulnerability can be exploited to crash systems with no special tools or knowledge; no exploitation program 
as such is required. 
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Skip a couple years . . . .

Summary
When the HTTP server is enabled and local authorization is used, it is possible, under some circumstances, to bypass
the authentication and execute any command on the device. In that case, the user will be able to exercise complete 

control over the device. All commands will be executed with the highest privilege (level 15). 

Exploitation and Public Announcements

This vulnerability has been reported to us independently by David Hyams, Ernst & Young, Switzerland and by 
Bashis (bash@ns.wcd.se).

The Cisco PSIRT have learned that an automated exploit has been created. The scanning for and attempts of 
exploiting this vulnerability are increasing. All customers are strongly recommended to apply workarounds or to 
upgrade to the IOS version that is not affected.
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And then someone releases a tool

Summary
Proof-of-concept code has been publicly released by an external group that exploits multiple previous vulnerabilities in 
various Cisco products.
Details
Proof-of-concept code has been publicly released by an external group that exploits multiple previous vulnerabilities in 
various Cisco products. 

Cisco 677/678 Telnet Buffer Overflow Vulnerability
Cisco IOS Router Denial of Service Vulnerability
Cisco IOS HTTP Auth Vulnerability
...
Cisco IOS Software HTTP Request Denial of Service Vulnerability
Cisco 514 UDP Flood Denial of Service Vulnerability
...
Cisco IOS HTTP Denial of Service Vulnerability

The tool included “exploits” for a total of 14 previously disclosed vulnerabilities
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It’s 2004 – Recap of where we’ve come from 

� 1997 – recover configuration passwords

� 1997 – first DoS attack targeting Cisco devices

� 1998 - 2000 – more DoS attacks

� 2001 – disclosure of file contents on CSS 
devices

� 2002 – authentication bypass, information 
disclosure on VPN3000 devices

� 2002 - 2004 – more DoS attacks
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Continuing in 2004 …

�We see a progression
–Growing interest in network/embedded device 
security 

–Across customers, researchers, AND attackers

� The underground puts together a “Cisco attack 
toolkit” for known vulnerabilities

� And then someone wonders . . . Is Cisco IOS 
vulnerable to the same kind of attacks as other 
operating systems? 
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2005 – IOS Remote Code Execution

� Mike Lynn presents at BlackHat Las Vegas 2005 on remote IOS 
code execution 

–Previously believed to be “The Holy Grail”

� Mr. Lynn demonstrates an exploit for an IPv6 vulnerability. 
–Exploit is limited to local network, short lived, and allows for an attacker 
to connect to the device at privilege level 15.

–No exploit code is released.

� Cisco publishes a Security Advisory and makes fixed software 
available to customers

http://www.cisco.com/warp/public/707/cisco-sa-20050729-ipv6.shtml



© 2008 Cisco, Inc. All rights reserved.Cisco ConfidentialPSIRT External 20

And there is follow-up research on the subject

IRM Plc follows up on 
remote code execution 
research – publishing 
papers on 2007 and 2008
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What Do Attackers See as the Next “Holy Grail?”

Rootkits
From wikipedia:
A rootkit is malware which consists of a program (or combination of several 

programs) designed to take fundamental control (in Unix terms "root" 
access, in Windows terms, "Administrator" access) of a computer system, 
without authorization by the system's owners and legitimate managers. 
Access to the hardware (e.g., the reset switch) is rarely required as a 
rootkit is intended to seize control of the operating system running on the 
hardware. Typically, rootkits act to obscure their presence on the system 
through subversion or evasion of standard operating system security
mechanisms. Often, they are Trojans as well, thus fooling users into 
believing they are safe to run on their systems. Techniques used to 
accomplish this can include concealing running processes from monitoring 
programs, or hiding files or system data from the operating system.[1]

NOTE: That definition doesn’t translate 100% to Cisco IOS
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And yes – someone created a rootkit for Cisco IOS

� Mr. Muniz’ rootkit for Cisco IOS required: 
–Disassembly of a binary Cisco IOS image
–Binary image patching
– Loading of patched image on a Cisco IOS device, which requires privileged access to the 

device
–Reloading of said device

� No code/tools were released. There is no “on-the-fly” injection. 
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And a Security Response was issued

No new vulnerability on the Cisco IOS software was disclosed during the presentation. To the best of our knowledge, no exploit code has
been made publicly available, and Cisco has not received any customer reports of exploitation.

It is possible that an attacker could insert malicious code into a Cisco IOS software image and load it onto a Cisco device that supports 
that image. This attack scenario could occur on any device that uses a form of software, given a proper set of circumstances. This Security
Response will describe best practices that network administrators can use to reduce the risk that malicious code is installed on Cisco IOS 
devices. Additionally, this response will offer some methods that administrators can use to mitigate the risks of introducing malicious code
into the network.

And we’re going to talk more about this later ☺
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2008 – the Present

� The threat landscape has evolved when it comes to embedded 
devices/network devices

� More researchers (both independent and within organizations) are
taking a new look into exploiting network devices

� This is only normal and expected: after your “soft” targets (the end 
host) become “hard” targets, you start to look elsewhere

� The end host isn’t an island – it is connected to a network and 
exchanges data with other hosts, either on the same network or a
different one

� If you lose control of the network, the host security becomes 
irrelevant

� Whoever controls the network controls the information flowing 
through it
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The future (aka “let me check the crystal ball”) ☺

• Additional research on remote code 
execution – on Cisco devices running IOS, 
Cisco devices running other OSes and other 
vendors OSes

• Research will combine attacks – remote code 
execution paired with a trojan/rootkit payload, to 
hide compromise from the device administrator

• Don’t expect to see a “Cisco worm” loose –
whoever is able to develop working code might 
decide to sell it – and whoever buys it might 
keep it hidden until there is a need to use it

• Portability of attacks - Think about any attack 
against some other OS/platform, old or new, 
and assume the same attack will be 
replicated/ported to network devices (XSS, 
CSRF, etc. etc. etc.)
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So what are we doing?

� Internal security testing of products, using both 
commercial and in-house tools

� Additional code reviews/hardening

� Developer education and training

� Enforcing of security best practices from product 
concept to shipping product

� Working closely with the research community and 
individual researchers

� Many other things  . . . 



© 2008 Cisco, Inc. All rights reserved.Cisco ConfidentialPSIRT External 27

Cisco Security Center: Mission Control

� Six month free trial

� Applied Mitigation Bulletins

� CVSS Scores

� PSIRT Security Alerts

� Integration with IronPort

� IPS Signatures

� Single point of access
� Dynamic content
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And what should YOU be doing ?

� Keep devices updated with security fixes – if you’re still running 
10+ years old software, chances are you’re vulnerable to multiple 
issues

� Subscribe to vendors security announcement list – and read those 
announcements, analyze if and how they apply to your 
environment, and act upon said analysis.

� Implement security best practices, including but not limited to: 
AAA, logging, event analysis and correlation

� Limit access to network devices – and monitor all access to said 
devices. 

� Implement an incident response plan – and schedule training 
exercises to make sure it will work when needed
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Some closing thoughts

� Do not get overwhelmed
� At the end of the day, this is 

a good thing – more 
research on network device 
security makes for better 
products
� Keep updated on security 

developments
� Be prepared
� If you see me running . . . ☺
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Q and A
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