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PSIRT Mission

Global team assisting customers with the ongoing security of their networks
through identification, resolution and prevention of vulnerabilities in Cisco
products

Provides specialized, experienced support to handle customer security
Incidents

Represents Cisco in the incident response and product security communities
Single point of contact for receiving and resolving internal and external
reports of vulnerabilities in all Cisco products since 1995

Creates and publishes Cisco Security Advisories and Responses

Fair public disclosure: everyone notified at the same time

Escalation support for customer security incidents upon request
Coordination as required with external agencies (CERT/CC, CPNI, etc.)

www.cisco.com/go/psirt for additional information




Incident Handling Process

3. FiX
DETERMINED

PSIRT coordinates
fix and impact
assessment

2. ACTIVE MGMT

PSIRT prioritizes
and identifies
resources

1. AWARENESS

PSIRT notified of
security incident

N

‘hhh‘
Process takes hours

or months--
depending on

scope
Note: some
incidents may be
driven by external 5.INTEGRATION
agencies & MITIGATION

6. NOTIFICATION PSIRT involves
Released to all experts and execs

customers
simultaneously

WWW.CiSco.com/go/psirt

* Product Bulletins
» Applied Mitigation
Bulletins
» Security Responses
» Security Advisories




Everyone knows about these

Click H E £ United States (
Microsoft TechNet B = e

TechNet Home TechCenters Downloads TechNet Program Subscriptions Security Bulletins Archive

Ssrehifor TachNet Horne > Tachiet Security > Bullsting
Go

TR SR e Microsoft Security Bulletin MS08-067 — Critical

Security Bulletin Search wulnerability in Server Service Could Allow Remote Code Execution (958644 )
Library

.InformationWeek

Support
BUSINESS INNOVATION POWERED BY TECHNOLOGY

E

Dan Kaminsky Reveals DNS Flaw At Black Hat

Community

More than 80 technology vendors launched an unprecedented campaign to fix a flaw in widely distributed DNS software that could allow a
form of attack called DNS cache poisoning.

By Thomas Claburn, Informationeek
Aug. B, 2008
URL: http:/fwewrw. informationweek. comdstory/showArticle. jhtml? articlelD=209303345

Atthe Black Hat conference in Las Vegas on Wednesday, attendees occupied every avalable seat and most of the floor space to hear security researcher Dan K arminsky
finally explain the Domain Mame System (DIE) vulnerabiity that has been the tall of the Internet securtty community since early Tuly.

Original URL: hitp:feaen theregister co uki2008/05/13/debian_openss|_bug/

Debian fixes serious crypto bug
Locksmith overtime for sys admins

Home = Support = SunSalve = ke
= o 2 A
5 £ JpensSh meant that potentially predictable
Sun support customers:
more suppartinformation is  [ember 2008) are potentially vulnerable.
available after you sign in.
= Login

[Prirter-Friendly Page]

Document Audience: PUBLIC

Document ID: 201391

Old Document ID: fformetly 102802)

Title: Security Yulnerability in the intelnetd(1h) Daemon May Allow Unauthorized Remote Users to Gain Access to a Solaris Host
Copyright Notice: Copytight @ 2008 Sun Microsystems, Inc. All Rights Reserved

Update Date: Wed Feh 28 00:00:00 MST 2007

Solution Type Sun Alert

Solution 201391: Security Vulnerahility in the intelnetd{ 1M) Daemon May Allow Unauthorized Remote Users to Gain Access to a Solaris Host




. .. but what about these ?

| Glossary | Public key | Sitemap

| Cymreg

, SYI’HE.I]tCCW Confidence in a connected world.

CPNI

Centre for the Protection
of National Infrastructure

Busin

OQuerview Solutions Products Services Training Support

Emerging
Register | Login

02-15-2007 Zulfikar Ramzan writes:

I'wanted to talk about a recent new attack, called Drive-By Pharming, which | co-c
Starnm and Markus Jakobsson of the Indiana University School of Informatics. It
a Wel
broad
whick
you d
| belie
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menti
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Home

[P SEVUES VPR PR S RSP VRSP SUPIIPS SV R

SecurityBlog

Mebworkiw'orld, com » Community > SecurityBlog

News

Research Centers

#bout CRHI
The threats

Security planning
Methods of attack

Protecting your assets

CSIRTUEK aduizories
* Advizories archive

General protective security
publications

Infosec briefings
Info$ec technical notes

IrfoSee valnersbility
diselosures

Good practice guidelines

Search Community / blogs: I

Search |

US-CERT warns of SNMPv3 vulnerability

SecurityBiog

& flaw in many implementations of SMMPwE could be exploited to

bypass the authentication mechanism of affected systems, Simply
put, attackers could read SNMP packets to find system credentials,

Home = Procucts and services » CSIRTUK advisories = Sdvisories archive = April 2005 = MSCC Vulnerahility Acdvisory ICWP -
532867

April 2005

NISCC Vulnerability Advisory ICMP - 532967

1D: 00305

Ref: 1205

Date: 12 April 2005:12:55.23
Version: 1

Title: MISCC Vulnershility Advisory ICMP - 532967
Abstract:

Vendors affected: mutiple

Operating systems affected: muttiple
Applications affected: multiple

MIZCC Yulnerahilty Advisory 532967 MSCCACMP

“ulnerability lssues in ICMP packets with TCP paylosds

arch Advisory

SecurityBlog is written by Network World Multimedia Editor Jason
Meserre

d ¥ML feed

SecurityBlog archive.

Advertizernent:

then used forged packets to gain access to the system. US-CERT is
urging users to check with their vendaors for an update.

LANs &WANs

“olP & Convergence

Cisco has released an update that is available here.

W .

Google

Systems Affected:
Google Mini Search Appliance {confirmed)
Google Search appliance (possible)




Month of bugs anyone?
(GNUCITIZEN

Information Security Think Tank

published: February 3rd, 2003 I"urmmlun sc“"“

JTK 3
\}Yu I_ IP]‘—: We want you to hack your router! Yes, You. We wantyou to hack your router and make your findings public on this very same semces

; page, the sla.ckers farum or at hackenvebzinsfafomaifdoffcom. The hest and maost interesting hacks will receive credit, a lot of

cutting-edoe information security services
attention and good media coverage

» GNUCITIZEN CUTTING-EDGE
THINK TANK

= POST YOUR GIGS!IT |5 OMLY 100.0 USD FOR 20 DAYS,

GMUCITIZEM PRODUCTS

Blogzecurify is a division of GHNUCITIZEM.
The intistive was established to provide
social medis security services through our
free automated testing engine. The
Blogzecurify team is alzo engaged to
deliver quality content on issues
concerning social media technologiss.

The challenge is supposed to run from 2nd Fehruary until 28th February, though itis something that is yet to be clarified because
we know that there is a lotto be found

Metsecurify is a divizion of GHNUCITIZEN.
The intistive was established to provide
network security services through our
free automated testing engine. The service
iz stillin private-beta.

The reasan why we do thiz iz hecause we want you ta help the community to map the current state of embedded devices
vulnerabiliies. GHUCITIZEN members have been actively involved with finding vulnerahilities in routers in the past. We believe
that embedded devices hacking is a huge topic that is yet to be explored in depth. Your submissions will be included in

numerous presentations and research materials and will be credited appropriately. Wehsecurify is & division of GNUCITIZEN.

. . R . The intistive was established to provide 2
The rules are wery flexible, every kind of exploit is allowed. From buffer overflows to CSRE fee web application securty framework

issues that plague many routers for automated and manul penstration
testing. The service iz still in private-beta.

» mare | » comments rss | posted by pdp | syndication and integration { & ShareThis |




And multiple vendors “feel the love” ©
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Looking back — the interest was always there

gy
5 GabiE B (e Gl

"Gaius", Phrack Magazine, Volume Oxa Issue 0x38, May 01, 2000
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A remote Cisco 10S exploit
Download [Tutorial [DEF COM ¥ Slides |
+++UUPDATE+++
In contrast to what was said before on this topic, there are stack based overflowes in Cisco Q8. One ofthem is the HTTP stack
wilnerahility (Cisco security notice hered, which can be exploited stable using the LIDP echo memoary leak described here.
Grah the stuff from the download section.

Rant

“FX” from Phenoelit, circa 2002




So why Is this happening ?

Let’s look at the threat landscape




The Evolving Threat Landscape

Perimeter

Operating Systems
* Microsoft OS

e Linux

» Solaris

Minimally Experienced
* Mischievous
 After notoriety

» Using virus payloads
via e-mail

Hobbyists

Applications

» Databases

* Application suites

« 3rd-Party applications
* Web applications

Well Trained
e Trained hackers
* Professional gain

 Delivering malware
via Web sites

Pervasive

Next Generation Technologies
* Collaboration suites

* Virtualization technology

* Networks

» SaaS & ITaaS

Seasoned
» Attacks against primo suppliers

» Attack multiple computers and
networks simultaneously

* Polymorphic

Professionals




1997 — In the beginning . ..

From—$lrasiicisco.com Sun Feb 15 057187161995
Date: HMon, 10 Nowv 1897 16:39:36 -03500

From: Tohn-Eashinski

To: BUGTRAQENETSPACE.CRG

Zubject: Cisco I0S password encryption facts

A non-Cisco source has recently released s new program to decrypt user
passwords (and other passwords) in Cisco configuration files. The program
will not decrypt passwords set with the "enable secret” cormand.

The unexpected concern that this program has caused among CisSco customers
ha= led us to suspect that mahy customers are relying on Cisco password
encryption for more security than it was designed to provide. This document
explains the security model kehind Cisco password encryption, and the
gecurity limitations of that encryption.

http://insecure.org/sploits/cisco.passwords.html

Worldwide [c Login |
alali

CIsCO

Solutions Products & Senices Ordering Support Training & Events Partner Central MyCisco ¥
HOME

Cisco IOS Password Encryption Facts

Document ID: 107614 Downloads

Contents

0105 Password
Encryption Facts

Configuration Files
Can The Alg. m Be Changed?
Related Inform

Introduction

h the enable

http://www.cisco.com/en/US/tech/tk59/technologies_tech note09186a00809d38a7.shtml




Next Step: DoS attacks

vl
CISsco

Worldwide [change] LogIn | Redgister |

Solutions Products & Services Ordering Support Training & Events Partner Central MyCisco

Cisco Security Advisory: TCP Loopback DoS Attack (land.c) and Cisco Devices

Document ID: 13661 Downloads

Revision 6.0
Last Updated 1997

For Public Release 1997 November 21 2200 UTC (GMT)

From wikipedia:

“The attack involves sending a spoofed TCP SYN packet (connection initiation) with the target host's IP
address and an open port as both source and destination.

The reason a LAND attack works is because it causes the machine to reply to itself continuously.

Not specifically targeted at Cisco devices —
but nonetheless, some devices were affected
by this attack




Well, that didn’t take long . . .

vl
CISsco

Solutions Products & Sernvices Ordering Support Training & Events Partner Central MyCisco

I Cisco Security Advisory: 7xx Router Password Buffer Overflow

CURITY =
Cisco Security Advisony: Tex Document ID: 13666 Downloads

Router Password Buffer
Ouerflow

Advisory ID: cisco-5a-19971216-pw-huffer

Revision 2.0

Last Updated 1998 June 16 1500 UTC {GMT)

For Public Release 1997 December 16 0100 UTC (GM

Summary
Some Cisco 7xx routers can be crashed by connecting with TELNET and typing very long password strings. There

exists a small possibility that this bug could be exploited to launch other attacks against the router, other than
simply crashing it.

Exploitation and Public Announcements

Cisco has had no known reports of malicious exploitation of this vulnerability.

This vulnerability has been discussed on the "bugtrag@netspace.org” mailing list, and is therefore certain to be
widely known in the cracker community. The first public announcement of this vulnerability of which Cisco is
aware was on December 11, 1997.

The vulnerability can be exploited to crash systems with no special tools or knowledge; no exploitation program
as such is required.




Skip a couple years . . . .

Worldwide [changs] LogIn | Redister | Abo
ol I i I I
CIsco Search

Solutions Products & Services Ordering Support Training & Events Partner Central My Cisco ¥

Cisco Security Advisory: [0S HTTP Authorization Vulnerability

Cisco Security Advisonys 105 Document ID: 13626 Downloads
HTTP Authorization
Yulnerability

Advisory ID: cisco-5a-20010627-ios-http-level

Revision 1.8

Last Updated 2003 September 23 0800 UTC (GMT)

or Public Release 2001 June 27 1500 UTC (GMT)

Summary
When the HTTP server is enabled and local authorization is used, it is possible, under some circumstances, to bypass

the authentication and execute any command on the device. In that case, the user will be able to exercise complete
control over the device. All commands will be executed with the highest privilege (level 15).

Exploitation and Public Announcements

This vulnerability has been reported to us independently by David Hyams, Ernst & Young, Switzerland and by
Bashis (bash@ns.wcd.se).

The Cisco PSIRT have learned that an automated exploit has been created. The scanning for and attempts of
exploiting this vulnerability are increasing. All customers are strongly recommended to apply workarounds or to
upgrade to the I0S version that is not affected.




And then someone releases a tool

Worldwide [change]  Log In | Repis
vloaln
Ccisco

ch

Solutions Products & Services Ordering Support Training & Events Partner Central My Cisco ¥

Cisco Security Notice: Exploit for Multiple Cisco Vulnerabilities

Document ID: 50220

Revision 1.3
Last Updated 2004 May 07 at 17:30 UTC (GMT)
For Public Release 2004 March 27 19:30 UTC

Proof-of-concept code has been publicly released by an external group that exploits multiple previous vulnerabilities in
various Cisco products.

Details
Proof-of-concept code has been publicly released by an external group that exploits multiple previous vulnerabilities in

various Cisco products.

Cisco 677/678 Telnet Buffer Overflow Vulnerability
Cisco I0S Router Denial of Service Vulnerability
Cisco I0OS HTTP Auth Vulnerability

Cisco I0S Software HTTP Request Denial of Service Vulnerability
Cisco 514 UDP Flood Denial of Service Vulnerability

E:.isco IOS HTTP Denial of Service Vulnerability

The tool included “exploits” for a total of 14 previously disclosed vulnerabilities




It's 2004 — Recap of where we’ve come from

» 1997 — recover configuration passwords
» 1997 — first DoS attack targeting Cisco devices
» 1998 - 2000 — more DoS attacks

= 2001 — disclosure of file contents on CSS
devices

= 2002 — authentication bypass, information
disclosure on VPN3000 devices

= 2002 - 2004 — more DoS attacks




Continuing in 2004 ...

= \We see a progression

—Growing interest in network/embedded device
security

—ACross customers, researchers, AND attackers

* The underground puts together a “Cisco attack
toolkit” for known vulnerabilities

= And then someone wonders . . . Is Cisco 10S
vulnerable to the same kind of attacks as other
operating systems?




2005 — 10S Remote Code Execution

= Mike Lynn presents at BlackHat Las Vegas 2005 on remote IOS
code execution

—Previously believed to be “The Holy Grail”

= Mr. Lynn demonstrates an exploit for an IPv6 vulnerability.

—Exploit is limited to local network, short lived, and allows for an attacker
to connect to the device at privilege level 15.

—No exploit code is released.

= Cisco publishes a Security Advisory and makes fixed software
available to customers

Cisco Security Advisory: IPv6 Crafted Packet Vulnerability

Document ID: 65783
Revision 1.8

Last Updated 2005 August 11 1800 UTC
For Public Release 2005 July 29 0800 UTC

http://www.cisco.com/warp/public/707/cisco-sa-20050729-ipv6.shtml




And there is follow-up research on the subject

1 n InformationRisi<Management | Resear

Research Lab

Whitepapers

whitepapers

Bespoke and Collaborative J-| Targeting ¥OIP
Research Author iendric Tang - Posted October 2008

Risky Business - Hacking the Trading Floar
Author Gyan Chawahary - Posted September 2008

Tools

Advisaries
IT Security and the Curse of Complacency

Disclosure Policy Author Matthew Lewis - Posted January 2008

Conferences and Seminars WebSphere MQ Threats: & Management Summary
Author Jobn Yeo - Posted Movember 2007

Back

Creating Backdoors in Cisco [0S using TCL
Author Andy Dawis - Fasted Movernber 2007

High-Level Reverse Enginesring
Author Matthew Lewis - Posted October 2007

Informationfisl<Management | Resear

Biologger - & Biometric Keylogger
Author Matthew Lew(s - Posted September 2007 Research Lab
Research Lab

g Systems whitepapers
Costed July 2007

Information technology constantly changes and advances. IRM is dedicated to keeping pace with new technology and continuing to innovate in

Bespoke and Collaborative X . ) . ) . . .
" the field of informnation security. This research website provides an opportunity for IRM's Research Warking Group {(RWG) to publish

I0%S Exploitation Techniques Researeh
Author Gyan Chawdhary - Posted June 2007 information on new and ongoing research programmes within IRM. Here you will find white papers, tools, security advisories and news on past

Tools and upcoming conferences and seminars at which IRM presents its research.

Advisories

Latest news

Disclosure Policy

Enior Consultants Gyan Chawdhary and Yarun Uppal will be presenting their research on Cisco I0S Shellcode in Black Hat Las Wegas,
Conferences and Seminars & 2008

Back

= A copy of the presentation is available Nere (228 k], WITh & w080 showing e Bind shell here (6.6M WY format),

The three shellcodes discussed in the presentation are available here:

s Cisco I0S Tiny shellcode w1.0
* Cisco 105 Bind shellcode vi.0
= Cisco I0S Connectback shellcode v1.0

The presentation covers significant advances in 105 shell code development and looks at its subsequent impact on modern day routing
infrastructure. [0S specific payloads including bind shell, reverse shell, 2 byte shell codes and bypassing the check heaps process in 105 12.4
are covered from both a practical and theoretical standpoint as well as & detailed owerview of IRM's technigues used to develop these
payloads. Furthermare, building & cornplete [0S debugging environment and identifying new attack vectors is also covered in the presentation,
allowing researchers to establish a fully working environment to develop [0S specific code, execution payloads, memory resident backdoors
and to conduct vulnerability research on Cisco embedded devices.

Importantly, the presentation also includes mitigating factors to the issues identified during this Cisca I0S research programme.




What Do Attackers See as the Next “Holy Grail?”

Rootkits

From wikipedia:

A rootkit is malware which consists of a program (or combination of several
programs) designed to take fundamental control (in Unix terms "root"
access, in Windows terms, "Administrator" access) of a computer system,
without authorization by the system's owners and legitimate managers.
Access to the hardware (e.g., the reset switch) is rarely required as a
rootkit is intended to seize control of the operating system running on the
hardware. Typically, rootkits act to obscure their presence on the system
through subversion or evasion of standard operating system security
mechanisms. Often, they are Trojans as well, thus fooling users into
believing they are safe to run on their systems. Techniques used to
accomplish this can include concealing running processes from monitoring
programs, or hiding files or system data from the operating system.[1]

NOTE: That definition doesn’t translate 100% to Cisco I0S




And yes — someone created a rootkit for Cisco 10S
"'eMegisler® [rapr—

Biting the hand that feeds IT

Harchware Software  Music & Media  MNetworks Security  Public Sector  Business Science  Odds & Sods

Crime Enterprise Security Anti-Wirus Spam ) 5 e W Cazh’n’ Carrion &

Print story Track this topic m (Tl .10 MOST COMMENTED

Rootkits on routers threat to be demoed = US kicks off secure hash competition

Networks own3d = Windows RPC exploit spawns bots and worms

By John Leyden = Get more from this author = Microsoft rushes out emergency Windows
urity, 16th May 42 Ghy update

e o = London consumers trounce corporates in

a rootkit capahle of covertly manitoring and wireless security

= Turbo-charged wireless hacks threaten
networks

& he developed

= Mr. Muniz’ rootkit for Cisco |OS required:
—Disassembly of a binary Cisco I0S image

—Binary image patching

— Loading of patched image on a Cisco I0S device, which requires privileged access to the
device

—Reloading of said device

» No code/tools were released. There is no “on-the-fly” injection.




And a Security Response was issued

il
CIsCcOo

Solutions Products & Senvices Ordering Support Training & Events Partner Central My Cisco

Rootkits on Cisco 10S Devices

Rootkits on Cisco 105 Document ID: 107193 Downloads
Devices E

Revision 2.1
Last Updated 2008 June 23 2300 UTC (GMT)
For Public Release 2008 May 16 0400 UTC (GMT)

No new vulnerability on the Cisco |0S software was disclosed during the presentation. To the best of our knowledge, no exploit code has
been made publicly available, and Cisco has not received any customer reports of exploitation.

It is possible that an attacker could insert malicious code into a Cisco 10S software image and load it onto a Cisco device that supports
that image. This attack scenario could occur on any device that uses a form of software, given a proper set of circumstances. This Security
Response will describe best practices that network administrators can use to reduce the risk that malicious code is installed on Cisco I0OS
devices. Additionally, this response will offer some methods that administrators can use to mitigate the risks of introducing malicious code
into the network.

And we're going to talk more about this later ©




2008 — the Present

The threat landscape has evolved when it comes to embedded
devices/network devices

More researchers (both independent and within organizations) are
taking a new look into exploiting network devices

This is only normal and expected: after your “soft” targets (the end
host) become “hard” targets, you start to look elsewhere

The end host isn’t an island — it is connected to a network and
exchanges data with other hosts, either on the same network or a
different one

If you lose control of the network, the host security becomes
irrelevant

Whoever controls the network controls the information flowing
through it




The future (aka “let me check the crystal ball”) ©

57

.

&

® Additional research on remote code
execution — on Cisco devices running I0OS,
Cisco devices running other OSes and other
vendors OSes

e Research will combine attacks — remote code
execution paired with a trojan/rootkit payload, to
hide compromise from the device administrator

* Don’t expect to see a “Cisco worm” loose —
whoever is able to develop working code might
decide to sell it — and whoever buys it might
keep it hidden until there is a need to use it

 Portability of attacks - Think about any attack
against some other OS/platform, old or new,
and assume the same attack will be
replicated/ported to network devices (XSS,
CSREF, etc. etc. etc.)




So what are we doing?

* [nternal security testing of products, using both
commercial and in-house tools

= Additional code reviews/hardening
» Developer education and training

» Enforcing of security best practices from product
concept to shipping product

» Working closely with the research community and
Individual researchers

= Many other things . ..




Cisco Security Center: Mission Control
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And what should YOU be doing ?

Keep devices updated with security fixes — if you’re still running
10+ years old software, chances are you're vulnerable to multiple
Issues

Subscribe to vendors security announcement list — and read those
announcements, analyze if and how they apply to your
environment, and act upon said analysis.

Implement security best practices, including but not limited to:
AAA, logging, event analysis and correlation

Limit access to network devices — and monitor all access to said
devices.

Implement an incident response plan — and schedule training
exercises to make sure it will work when needed




Some closing thoughts

= Do not get overwhelmed

= At the end of the day, this Is
a good thing — more
research on network device
security makes for better
products

= Keep updated on security
developments

* Be prepared
» |f you see me running ... ©










